EERAR

(i

E T AR E e L BRI R M EIE R

mliE !, PR Ee ', HE'
(1. B Rz &id13 = b &£ A3 im Y| 7 B o AHBE ARG, & K| 518031;
2. REFEXFHEIAHFEFZEILFIR, RE 300457)

O W AR R P A B (I R R R A, BT IR AR AR IR M (R S R AL, ST AR
HEREE . FERRCE . AN AR LA K RO T T 2 R 3% . 24 SRS . R, RIHA L5 T4
FlE 1) 22 A TR AE B SE LR SN W 4 6 ELIE EOE , 2 A R b e B I R G R G RE X R L N AR
BE AT AL AR 2 AR AN S I, DT SRR TR BE AR b R B AL IR AT IR B AR Wl 22 4 A B AT
KRR RS, PR, 2 R

FESES: TP399

XHERFRIRAD: A

doi: 10.11959/j.issn.1000—0801.2018119

Security monitoring system of intelligent
substation based on IoT

HE Yeshen', LIANG Kun?, TAN Wei', HU Xin'

1. China Gridcom Co., Ltd., State Grid Information & Telecommunication Group Co., Ltd., Shenzhen 518031, China
2. College of Computer Science and Information Engineering, Tianjin University of Science & Technology,
Tianjin 300457, China

Abstract: Through the deployment of the internet of things, such as intelligent terminal, sensing sensor etc., in the
intelligent substation, a scene awareness mechanism was established under the mixed conditions to intelligent
functions, such as the smart sensing of substation environment, infrastructure support, personnel exchanges, abnormal
conditions judgments and other factors, and the multi-dimensional depth perception was realized. Meanwhile,
interoperability of the perception network, the establishment of intelligent substation security monitoring system
could be achieved by using wired and wireless fusion of multi-state communication technology. The system can
multi-dimensionally perceive and monitoring the security of substation environment, which effectively enhances the
smart substation intelligent monitoring level to ensure safe and stable operation of the substation.
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